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Identification of Voice Differences between Deep Voice, Real
Voice, and Voice Phishing Female Offenders Impersonating
Financial Institutions and Ordinary Females of the Same Age
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ABSTRACT

The main types of voice phishing crimes are impersonation of financial institutions and impersonation of
investigative agencies such as the prosecution. In order to reduce the damage caused by voice phishing, it is
most important to identify the voice characteristics of voice phishing criminals. For this, in this paper, firstly,

what kind of voice difference exists between the voice of a female voice phishing criminal impersonating a

¢ First Author : Gangneungwonju University, Dept. of Computer Science, whdlfdud0104@gmail.com, 3}33]<¢]
°  Corresponding Author : Chungbuk Provincial University, Lab. of Bio-signal Analysis, ducho@cpu.ac.kr, ZA13]%]
* Chungbuk Provincial University, Dept. of Bio-Life Medicine dmsqls3090@naver.com, SH83]%J; dobtob@naver.com, SH13]4];
simhyejil4 @gmail.com, &33]%]; suminmanl3@naver.com, E43|%]; piaojs2176@naver.com, E}43]<); qkgskhmi@naver.com
** Gangneungwonju University, Dept. of Electronic Engineering ymjeong@gwnu.ac.kr, 41341
T3 1 202305-103-C-RN, Received May 23, 2023; Revised June 16, 2023; Accepted June 22, 2023

1161


mailto:whdlfdud0104@gmail.com
mailto:ymjeong@gwnu.ac.kr

The Journal of Korean Institute of Communications and Information Sciences '23-09 Vol.48 No.09

financial institution and the same public criminal sentence that was used for a crime against ordinary women

of the same age similar to this female criminal. Secondly, although no crime has occurred in Korea yet, deep

voice voice phishing crimes using Al-based voice synthesis technology have recently occurred in foreign

countries. This is a crime that is mainly done by impersonating acquaintances, and it is believed that sooner

or later, damages may occur in our country as well. Therefore, in this paper, we would like to propose a

methodology that can technically prevent voice phishing damage by conducting a study on the difference

between deep voice and real voice
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Table 1. Sentences used in the experiments(sentences
used by real criminals)

Sentences Contents of sentence

Currently, we have sent you a text
message saying that you can use up to
12 million won. You can apply now(&
A Az} A ko He| A olujgt
WA olgrksshlckn ¥4 RilEsd
vle. AF ARSI 7hsekAlTe)

Ah, yes... Then the method of use is
the same. In the case of limits and
profits, it may be slightly different
2 depending on your credit rating(c}, ...
A o] wlE SR oATe ke
oF olf 22 Agells A A85
ol web 234 A5 9 4 alas)

We link the existing bankbook with the
existing bankbook so that the existing
bankbook can be used as a minus
3 bankbook(7|&Eel| AE3FAIE EAba) %3]
7b A%E AAZEA ZIE FHel vl
Yz AR o]go] sk & =

2uch

What do you mean by that? Have you
ever taken out a loan from a savings
bank? Ah...then did the customer’s usage
4 amount show a minus value?(ZLA] <= %
FolAl7ker A AE2FelA HiE
F ukoal Al gl oATHER? ok a8 A
AHele] mlelulirt EAI7E AR RS
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Table 2. Experimental results for sentence 1
sentence I;:;? bzlfldp‘:ih energy | jitter |shimmer| NHR | speech
1 i | [H [dB] | [%] | [dB] | [%] | speed
female 1 | 278562 | 164.705 | 65.120 | 1.561 | 0.582 0.05 298
female 2 | 208384 | 202998 | 63.696 | 1720 | 0.825 0.09 239
female 3 | 228.145 | 240536 | 71379 | 1465 | 0874 009 377
female 4 | 208037 | 221.047 | 68.796 | 1740 | 0.793 0.09 236
average | 230.782 | 207.3215 |67.24775| 1.62 | 0.76575 | 0.08 2875
criminal | 208377 | 171427 | 79082 | 1452 | 0893 006 | 353351
E 3. w4 200 iy ARESH
Table 3. Experimental results for sentence 2
sentence I:;’: bzlfld;::ih energy | jitter |shimmer| NHR | speech
2 | [ [dB] | [%] | [dB] | [%] | speed
female 1 | 284.780 | 295280 | 64.8300 | 1.531 | 0622 006 224
female 2 | 210460 | 221484 | 67.608 | 1651 | 0.698 0.09 167
female 3 | 230935 | 181.083 | 72352 | 1401 | 0778 0.08 34
female 4 | 208733 | 20043 | 67.668 | 1.832 | 0.843 0.08 252
average | 233.727 | 224.5715 | 68.1145 | 1.60375 | 0.73525 | 0.0775 | 24425
criminal | 210.806 | 16206 | 79.021 | 1762 | 0861 | 0.078 349
F 4. w7 30l ok A
Table 4. Experimental results for sentence 3
sentence I;:;? bzlfldp‘:ih energy | jitter |shimmer| NHR | speech
3 i | [H [dB] | [%] | [dBI | [%] | speed
female 1 | 282.362 | 283912 | 64731 | 1548 | 0637 0.05 238
female 2 | 215947 | 210708 | 59.728 | 1771 | 0.743 0.09 34
female 3 | 219.59 | 191.664 | 67927 | 1487 | 0674 008 316
female 4 | 216.355 | 236929 | 66264 | 1591 | 0.845 0.08 290
average | 233.565 |230.80325| 64.6625 | 1.59925 | 0.72475 | 0075 | 2945
criminal | 192.706 | 247273 | 78206 | 1.648 | 0975 | 0.079 357
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Table 5. Experimental results for sentence 4

sentence 1;;:1111 of pit.glllh energy | jitter |shimmer| NHR | speech
dB] % dB %
Hz) Hz) [dB] (%) (dB] [%] | speed

female 1| 273459 | 146305 | 63712 | 2013 | 0787 | 008 169

female 2 | 215914 | 166498 | 58462 | 1794 | 0745 | 0.10 173

female 3 | 235578 | 294.748 | 72277 | 1953 | 1029 | 013 324

female 4 | 225.888 | 262.105 | 69414 | 1947 | 1035 | 011 168

average | 23770975 217414 |65.96625| 1.92675| 0899 | 0.105 | 2085

criminal | 238.825 | 268284 | 79.069 | 239 1.08 0.107 462
AFHEE, NHRo| o5 57} Folof szl o] ¥
B UG B 7} A R Y] B Pl
Hhge] Aepe] SAele dake vIAA Fohe W
= wHAsh Aglel S5 s ol R A
o] Aol7} Al Shork 02 W] gloiA]
Ao} RIS 7l SAgE Folrh MAGHE oF 5
slleh o12ke WA S Wlel AbgEE A g
ol eislo] Fxle] A - Alsde] Holw, mah ant
471 FA AR el o] FalElee
B 5 ole AowE FYuE PRtk

3.1 EHol~ Y E.”S 7lE
R
9] Bg)E "y 7]
A WSS TTS 7148 ALslel S8le] 5h4] 53
2 S v g AR el 7]l 5 <19
Hog Ao rEE %L/Hgﬂ/q HreEZ SMom
3= A A 7]sS 7|Hke 2 3 x| AHlo]t)
o8] TTS= RE &6}: A 243 B 3r]zl= 27
o) g E) ook &3 ) 2HL Y 2
ﬁ%ﬂ o) SR §% S U FReL e Yol

rﬂ
O]
>
ofr
N
>
,TJO
o

=5 *}‘%‘?}"4—. "ﬂr-‘r CNN / RNN + Auto RegressiveH}
1, Normalizing Flow, GAN, VAE, Diffusion® =7}
&3] AMeEl= AA AL WP Eo |t o) A9 o35f
Al AL custom, HFT]9] -9 GAN7 MRS ARS-
g} AT S4S AAshe 783 e 2
F 7R7E olek Al FolRl oY wAew Fulks
ge] 7hashel we] 5o 4]l | ~dER YOS
Aept A AAdE) ol = le=rbola, Al elEA o
S5 W ~dER gl o g el S| 33 AAE
oht AE B W S ek Aol 13

1163



The Journal of Korean Institute of Communications and Information Sciences 23-09 Vol.48 No.09

A ol4rE
wEEjel], 3 R o] 71eE
2 948 AIINT o1 % A 5

Aol2e FAslax} gk

o= 7]eel HPE GAN"7]4} 7
S A}83lo] BlHo|
e} vlaste] 1

obge] ol 3.7, 8, 9el ool thk AN S 4
ez epioek

6. Al A =%
Table 6. Sentences used in the experiments

Sentences Contents of sentence
5 Taejeongtaesemundanse(EN A B A Z-5HAT)
6 The important thing is an unbreakable

heart(F-83F 7 7oA o= vk

We hope this project will be helpful to
7 you(o] EZRAET} oje]iFelA =gl
Hglom EA4vITh

o Visitl part 1 342562 seconds.

a8 1. 7 50 gk JHelx 54
Fig. 1. Deep voice speech for sentence 5
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Fig. 2. Real voice speech for sentence 5

T

210609
Visie part2 112313 seconds

a8 3. % 6ol gk Hrelx 54
Fig. 3. Deep voice speech for sentence 6

".' s

Torreon
[ Vistie par 1680088 seconds 1

2 4. T 60l digt Aal A
Fig. 4. Real voice speech for sentence

[=)}
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a3 5. & 70 dig gHel~ 54
Fig. 5. Deep voice speech for sentence 7

osoMrs | 3228815 10339862
0 Visible part 4133152 seconds 413

a2 6. 4 7ol e AlAl 24
Fig. 6. Real voice speech for sentence 7
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Table 7. Experimental results for sentence 5
sentence m-ean mm.lmum max.lmum DOVB
5 pitch pitch pitch %] energy
[Hz] [Hz] [Hz] ?
deep | 950,821 | 189.902 | 365.974 | 13.080 | 60.02
voice
real | ss 108 | 187.654 | 324438 | 4.149 | 6551
voice
E 8. ¥4 60l tigh A3 As} 54
Table 8. Experimental results for sentence 6
sentence m.ean mm.lrnum max.lmum DoVB
5 pitch pitch pitch %] energy
[Hz] [Hz] [Hz] ¢
deep | 28,846 | 163.127 | 355.138 | 24.491 | 5220
voice
real | 64693 | 160717 | 514792 | 7515 | 73.61
voice

E 9 ¥4 70l o A9 A 54
ble 9. Experimental results for sentence 7

mean | minimum |maximum

sentence . R . DoVB
5 pitch pitch pitch %] energy
[Hz] [Hz] [Hz] 7
de.ep 228.249 | 178.207 | 474.312 | 22.579 | 53.14
voice
real
. 246.225 | 128.989 | 496.750 | 25.670 | 71.50
voice
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Fig. 7. Energy for sentence 5(deep voice)
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Fig. 8. Energy for sentence 5(real voice)
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Fig. 9. Energy for sentence 6(deep voice)
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T2 10. ¥4 6el ogt AA A
Fig. 10. Energy for sentence 6(real voice)

aaaaaaa

T2 11, A 7ol g HHel s
Fig. 11. Energy for sentence 7(deep voice)
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Fig. 12. Energy for sentence 7(real voice)
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